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Lab Key: @ portvorx

Orange Box - Information Green - Lab Activity

Product Catalog

Note:
S3
Permissions

(f L Note: Replace Create a
uture

t-px-backup /
ani-nx-Backupeworm Software as a

With your bucket ser\lice

names(s)

reference)

Example JSON:
http://bit.ly/3Lkeokj

Portworx
ETH ]
Deployment

Action Order:1 2 ... and
Click Target

© 2022 Pure Storage, Inc. ’ o



https://central.portworx.com 1

Lab Prep

Account
Sign-up

Step 01 Use a work email...
Slides: bit.ly/px-bu-lab




https://central.portworx.com

portworx

ork
Email Only

Lab Prep

Get Started

Accou nt =] Sign In with OIDC
[

count? Sign In

© Copyright 2023 Portworx® by Pure Storage®

Step 02
Slides: bit.ly/px-bu-lab




Validate your
Email Address

Then create
your password
(not shown)

Step 03
Slides: bit.ly/px-bu-lab

Portworx <noreply@portworx.com>
to ahodson+eks v

11:12 (40 minutes ago)

portworx

by Pure Storage

Welcome to Portworx

Thank you for joining Portworx! Please click the button below to
activate your account on Portworx Central and experience our best-
in-class, cloud native products.

NOTE: This activation link is valid only once. If you face any issue
after validating the email, then try resetting your password. Please
ignore this Email, if you did not register on Portworx Central.

Start using Portworx

We are thrilled that you have joined us and would like to welcome you
to the Portworx platform. You will receive a series of emails detailing
the steps to get started and offering tips on the most effective way
to utilize the Portworx platform.

In the meantime, we encourage you to start exploring and getting
familiar with our platform by visiting our documentation.

Regards,
Portworx

w o«



Create a
Software as a
Service

Portworx
Backup
Deployment

Step 04
Slides: bit.ly/px-bu-lab

Product Catalog

portworx

Portworx Enterprise applications running
on Kubernetes have non-negotiable

business requirements like high availability,
data security, backup and disaster recovery.

Continue

porfworx

Portworx Backup built from the ground up
for Kubernetes and delivers enterprise-grade
application and data protection with fast
recovery at the click of a button.

On-premises Continue

porfworx

Be one of the first to experience Portworx
Data Services, the industry’s first DBaaS
platform built for Kubernetes.

Contact Sales




Select the
‘Freemium
Version’

.. and relax

Step 05
Slides: bit.ly/px-bu-lab

Choose Your Plan

Freemium

Fully managed Portworx Backup
v Free forever

¥ Full Portworx Backup feature set
" In-built Testdrive Cluster and Test Backup
Location

Protect upto 1TB of application data
Community support

In-place upgrade to Enterprise version

Protects one application cluster

| agree to the Portworx Backup end-user License
Agreement

Back to Pr. ict Catalog




Stateful Workloads in
Kubernetes

What Risks to
Consider




Water is a ‘mitigation’, it reduces the risk of a disaster like Dehydration

A Helicopter is a 'Remedy’
it solves the problem of a stranded
runner

Remedy vs
Mitigation

b

Image created by Bing chat mode, a generative image service powered by Microsoft " o

© 2023 Pure Storage, Inc.



Risks:
[ )
Destruction of | | |
. The Environment is trashed, everything as code has some
an Environment downsides...

Effective Mitigation / Remedy

Bad Actor (“kubectl delete -f Backup (R) - Object Lock
postgres.yml”) Automated Systems (M)
Incompetence (“Terraform Delete”) RBAC (M)

Malice - Delete cluster, kubectl delete ... Zero Trust (M)

12
© 2023 Pure Storage, Inc. O



Risks:
Destruction of

The infrastructure’s working, but your data is gone!

...dropping table in : : e :
Dev... OH NO, IT Risk Effective Mitigation / Remedy
WENT TO BOTH
TERMINALS! Mishandle State - “Drop table”... | Backup (R)
Corruption of Data “update field
where..”
Ransomware Backup (R) [Object Lock]
Loss of encryption key Vulnerability, mitigate using industry
measures

© 2023 Pure Storage, Inc. 0



Risks:
Dependant
System Failure

© 2023 Pure Storage, Inc.

Hardware under your control or
Systems under someone else’s are down.

Risk

Global Provider Outage

(your DC or Cloud Provider or
your network to it has an
outage)

Effective Mitigation / Remedy

Backup (R) - off-provider

Async DR some data-loss (M) to another

provider

Local Provider Outage

Backup (R) - off-site
Synchronous DR (M) to another DC
(<10ms)

ASync DR (M) to another DC (>10ms

away) - some data-loss.




Risks:
Complexity
Issues

© 2023 Pure Storage, Inc.

Risk

System interplay causes outage
Process issue causes outages

Effective Mitigation / Remedy

Backup (R)

Hermetic Environments (R)

Automated Testing (M)

Application Performance Monitoring (M)
BlueGreen (M)

Snapshot Rollback (M)

Async DR (M)

Sync DR (M) [*shared K8s]

System interplay causes outage
Process issue causes outages

Backup (R)

Hermetic Environments (R)

Automated Testing (M)

Application Performance Monitoring (M)
BlueGreen (M)

Snapshot Rollback (M)

Async DR (M)

Sync DR (M) [*shared K8s]




Risk Type

Destruction of Environment

Destruction of Data

Dependent System Failure
Hardware under your control or
Systems under someone else’s...

Complexity Issues

Risk

Bad Actor
Incompetence (“i thought it was development”)
Malice - Delete cluster, kubectl delete ...

Mishandle State - “Drop table”...
Corruption of Data “update field where..”

Ransomware
Loss of encryption key

Global Provider Outage
(your DCs or Cloud Provider has an outage)

Local Provider Outage (one of your DC’s or DC
service has an outage)

System interplay causes outage
Process issue causes outages

Effective Mitigation / Remedy

Backup (R) - Object Lock
Automated Systems (M)
RBAC (M)

Zero Trust (M)

Backup (R)

Backup (R) [Object Lock]
Vulnerability, mitigate using industry measures

Backup (R) - off-provider
Async DR some data-loss (M) to another provider

Backup (R) - off-site
Synchronous DR (M) to another DC (<10ms)
ASync DR (M) to another DC (>10ms away)

Backup (R)

Hermetic Environments (R)

Automated Testing (M)

Application Performance Monitoring (M)
BlueGreen (M) | Snapshot Rollback (M)
Async DR (M) | Sync DR (M) [*shared K8s]

o



Portworx
is 000

A software defined storage
solution for Kubernetes

© 2022 Pure Storage, Inc.

Kubernetes Cluster A

L

? Portworx Storage Layer

Kubernetes Cluster B

L




Portworx
is 000

A software defined storage
solution for Kubernetes

© 2022 Pure Storage, Inc.

Kubernetes Cluster A Kubernetes Cluster B

L L

Backup

? Portworx Storage Layer - DR/ HA / Encryption



Kubernetes Cluster A Kubernetes Cluster B

L L

Backup

Portworx
is 000

? Portworx Storage Layer - DR/ HA / Encryption

Trusted by:

‘[ Mobile @9 kpn RABLAX CHG hetcare

RBC

© 2022 Pure Storage, Inc. 19 o



VR ook
Al Community

The Transformative Impact of DoK

One of the highlights of our findings is that the majority of respondents (83%) attribute
over 10% of their revenue to running data on Kubernetes. These data show that the benefits
of Dok go beyond engineering to benefit the whole business, with a small cohort (9%)
attributing more than 20% of revenue to DoK.

State in

Most attribute over 10% of their revenue from running DoK

Kubernetes

Revenue from running Dok

Less than 0 I 1

0-5 percent - 7
sovecer: [ -
More than 20 percent - 9

Q. Approximately what percent of revenue does your company attribute to your ability to run data workioads on Kubernetes? Your best guess is fine.

https://dok.community/wp-content/uploads/2022/10/DoK _Report 2022.pdf

bit.ly/px-dok
© 2022 Pure Storage, Inc. 20



https://dok.community/wp-content/uploads/2022/10/DoK_Report_2022.pdf

#1 in Kubernetes Storage for 4 years in a row!

GIGAOM

GigaOm Radar for Cloud-Native Kubernetes Data Storage, 2023

Excerpt of summary table

Ll |

Table 1. Vendor Positioning

— MARKET SEGMENT———————1

Portworx +++ ) e

ding focus and e Source: GigaOm 2022

+ Limited: Lacking in execution and use cases

ot ar

—_
|
1
|
|
|
1
|
|
|
1
|
|
|
L

portworx

by Pure Storage

bit.ly/px-number1

GIGAOM

RADAR REPORT

CLOUD-NATIVE KUBERNETES
DATA STORAGE

FEATURE
PLAY

DataCore

Source: GigaOm 2023

Red Hat

MATURITY Leader
Challenger
Entrant

'

PLATFORM
PLAY

Portworx

.‘\\

Rakuten Symphony (Robin.io)
IBM I
Diamanti
\SUSE
<= Forward Mover
<—=a Fast Mover
<—= Qutperformer
INNOVATION

GigaOm

o



? portworx
by Pure Storage

Portworx
Risks to IT

Environments Portworx
Backup




Portworx Backup: Protect Kubernetes Data Anywhere

Backup and Restore Kubernetes Apps Anywhere with a Fast, Easy, and Secure platform

Backup from Any Cloud

Why Portworx Backup? e
A O Q

Protect Kubernetes Apps with the EASY button
for Data Protection using container granularity

The Kubernetes Data Protection Platform

Self-service backup for app users in a few clicks ? por

px-backup
Recover and migrate apps anywhere in minutes

P —~\ App-aware 3 ! Ransomware 000 3-2-1
Sleep sound with safe and secure data Q AR discover Drotan C.D RBAC @jﬁ compiates

Ensure business continuity

E]

®

o o s &

Restore to Any Cloud

PX-BU Demo
7 min
©2922 Pure Storage, Inc. 23 O



Portworx
Risks to IT

Environments

PureStorage 2022

Portworx

Enterprise
HA +
Snapshots

Portworx
Backup




Portworx Enterprise: Run Kubernetes in Production

Run Kubernetes in Production with Elastic Scalability, Unmatched Availability and Self-service Access to Any Storage

Any App

Run Kubernetes in Production on any storage
infrastructure, any cloud or K8s service z b & @S & @ T

w 2 Q@ & Y O] C

* Make Your Storage Developer-Ready

+ Maximize Apps Performance ?

POITWOIX  The Kubernetes Storage Platform

enterprise

+ Optimize infrastructure costs

. N s .
. . . Store Migrate Secure DR Autopilot
+ Ensure Business Continuity @ o = Gﬁj ©@

Any Kubernetes Service

w @ S O ©

Any Infrastructure or Cloud Portworx CSI

(&

X

PX-Ent Demo (7 min)

© 2022 Pure Storage, Inc. 25 0



Multi-zone high availability (HA) with Portworx

llllllllllllllllllllllllllllllllllllllllllllllllllllllll

- % Multi-zone AZ1
: Kubernetes cluster

Volume replica placement .

" Follows K8s failure :
" domains .
. o R\ J O i
Worker . O ] Ol . = ] ,

© 2022 Pure Storage, Inc. 26 o




Multi-zone high availability (HA) with Portworx

llllllllllllllllllllllllllllllllllllllllllllllllllllllll

- % Multi-zone AZ1
: Kubernetes cluster
) Worker . 8

] Work just

Continues!

Volume replica placement .

Follows K8s failure .
domains .

J A O :

Worker @) ] .

C

AZ3

© 2022 Pure Storage, Inc. o7 o




Portworx
Risks to IT

Environments

PureStorage 2022

Portworx

DR

Portworx

Enterprise
HA +
Snapshots

Portworx
Backup




Case Study

Banking app
platform

Royal Bank of Canada

Challenge
Zero data loss for Kubernetes apps
even in face of entire data center loss

Solution
Two Kubernetes clusters- Production
and DR site.

PX-DR provides cross data center
replication of data and app config

Results

Zero RPO DR with < 2 minute
failover in event of primary data
center loss




Use Case - Kubernetes DR asypnchronous) %M

Asynchronous DR (over 10ms latency) app consistency between mulfiple Kubernetes clusters

OBJECT STORAGE
Data centre 1/ Cloud 1 ﬂ H i Data centre 2 / Cloud 2

KN
HHHHI
0 Kubernetes 1 Kubernetes 2

L]

Google Cloud
)
Q & @5“ & aws
PostgresOL cassandra (g,ego cassandra

/AAzu re

portworx » Async data & object replication portworx

by Pure Storage’ by Pure Storage’

» Snapshot restore based

» Scheduled or on-demand @

» RPO 5 minutes

SSD
(o=
SSD

» RTO 5 minutes

© 2022 Pure Storage, Inc. 30 o



Use Case — Kubernetes DR (synchronous) 9N

Local DR (sub 10ms latency) app consistency between multiple Kubernetes clusters

Data centre 1 Data centre 2

0 Kubernetes 1 Kubernetes 2 0

e ASYNCHRONOUS STANDBY PODS e

/O\ OBJECT REPLICATION > n /O\

N\ « _ e
PostgreSQL cassandra PostgresOL cassandra

SYNCHRONOUS
DATA REPLICATION

porfworx

Synchronous data replication

v

Async object replication

v

» RPOO
» RTO 5 minutes



T Il T IIAY BRAINDI D
¥ o EE e
f’

4-{

/ N
b % "‘{' / “Backup Stateful Kubernetes \\
G ’ . o Namespaces, using Portoworx Backup *

_———

Create a Schedule backup

Ransomware Create a Daily | for anything with Do a Manual
Proof Backup Backup Policy | ‘backup=true’ Backup
Location Kubernetes Label

Replace the
original with the
Backup

© 2022 Pure Storage, Inc. 32 o



Portworx Services % Connect Cluster 4 Add Service

purestorage-ahodsoneks-68411-zugrfxce / September 12, 2023, 12:01:44

Logging into
PX-Backup

Almost Done...
e IntrodUcing:Portworx:Backu... 4

PORTWORX
BACY";'Q-A-SERVICE

’
4
3 ;a si

> i

We are provisioning your instance. This may take
several minutes. While you wait, see what Portworx
Backup can do for you.

L : pxbaas@purestorage.com

Central.Portworx.com if you need to go back to your deployment
Step 06
Slides: bit.ly/px-bu-lab




Settings + Add Cluster

1 0B 0

Protected Protected Scheduled

All Backups

@, testdrive-cluster

Cloud Account

Schedule Policies
Cloud Settings

Rules

Step 07 1, Click the ‘cog’
Slides: bit.ly/px-bu-lab




Cloud Settings

Cloud Accounts

a testdrive-cred

Adding R
Credentials

Backup Locations

a testdrive-location

For support issues, contact : pxbaas@purestorage.com PX-BACKUP.PURESTORAGE-AHODSONEKS-68411-ZUQRFXCE

Step 08
Slides: bit.ly/px-bu-lab




Add Cloud Account

ease choose a clou rovider
A & I EN Azure D |
t e s t Google Cloud

AWS S3
Credentials

Add Cloud Account

AWS / S3 Compliant Object Store
my-aws-s3

AKIA3V7KEWRXLUWJRCOS

Creds: bit.ly/46¢jMhr

Step 09
Slides: bit.ly/px-bu-lab

The link (left) has the credentials in a text file




Add a Backup
Bucket

Step 10
Slides: bit.ly/px-bu-lab

Cloud Settings

Cloud Accounts

Backup Locations

For support issues, contact : pxbaas@purestorage.com

testdrive-cred

backup-testdrive-cred

my-aws-s3

testdrive-location

Page

Page

1@ of1

1@ of1

PX-BACKUP.PURESTORAGE-AHODSONEKS-68411-ZUQRFXCE




Note: You Must use You can add a Second, bucket
this Exact Bucket named ‘ant-px-backup’ if you
like.

Add Backup Location

Name s3-worm
Clougweedurit my-aws-s3 (Owner)
Add a Backup

Path / Bucket ant-px-backup-worm

Bucket
(details)

Endpoint s3.amazonaws.com
Disable SSL

Storage Class Default

Step 11
Slides: bit.ly/px-bu-lab




Note:

S3
Permissions
(future
reference)

Example JSON:
http://bit.ly/3Lkeok]

Note: Replace
ant-px-backup /
ant-px-backup-worm

With your bucket
names(s)




Note:
Other Storage

Destination
Options

portworx.com/blog/portworx-backup-with-nfs-targets

portworx Products Pricing Solutions  Resources
by Pure Storage
NFS Server Address: Fully Qualified Domain Name or IP Address of your NFS Server
NFS Exported Path: absolute path exported by the DNS Server
Sub Path: Optional subfolder location within the exported path

Mount Options: Optional configuration options for NFS mounts. Each option should be
separated by comma

Encryption Key: Optional setting for encrypting backups on disk

Once you've finished configuring your NFS backup location, Portworx Backup will
validate your NFS server to make sure that it is ready to be used.

After amoment, your NFS backup location should be validated successfully and a green
check mark will appear next to the instance.



Cloud Settings

Cloud Accounts

testdrive-cred

ackup-testdrive-cred

Back to ” e

Backup Locations

Dashboard

Page 1 @ of1

For support issues, contact : pxbaas@purestorage.com PX-BACKUP. PURESTORAGE-AHODSONEKS-68411-ZUQRFXCE

Step 12
Slides: bit.ly/px-bu-lab




Settings + Add Cluster

1 0B 0

Protected Protected Scheduled

(]
re a t I n g a .
Ba c ku @, testdrive-cluster 1 V1.22.17-eks-2d98532
p Rows on page: 10~ Showing 1—1 of 1

Schedule Policies
Cloud Settings

Rules

For support issues, contact : pxbaas@purestorage.com PX-BACKUP.PURESTORAGE-AHODSONEKS-68411-ZUQRFXCE

Step 13
Slides: bit.ly/px-bu-lab




Create a
Backup
Schedule
(from inside
the Schedule
Policy Screen)

Step 14
Slides: bit.ly/px-bu-lab




Add Policy

test-policy

° °
Defl n I n g a ' Object lock policy Learn more [/ v Auto delete after retention period
Backup
Schedule Daily

Cancel Create

Step 15
Slides: bit.ly/px-bu-lab




Automate scheduled backups

If a namespace is yet to be created, you can still create a backup schedule for the future namespace with a label. Portworx Backup picks up the future
namespace(s) with this label and automatically includes the namespace(s) as part of the schedule. In such a scenario, manual backup option gets
Install Portworx Backup disabled as no immediate backup is created.

Understand Portworx Backup

Portworx Backip Sectity If you have created a scheduled backup with one or few namespaces that have preset labels and add namespaces at a later point of time with the

Use Portworx Backup same label, scheduler auto-includes these namespaces to the scheduled backup.

Configure cloud credentials To create a backup schedule when namespace is yet to be created:

Add clusters
1. Type the required label in the Add Namespace label field.

Configure a backup location

o (]
pt I n g I n Create a backup rule

Create schedule policies

o r kI o a d s Create and restore backups

Backup stateful applications

o h T o S3 object lock in Portworx Backup

I t a g s ( I n Share backups with users and groups
Apply Labels in Portworx Backup

K 8 s) a n d Backup labeled namespaces

Label backups
Label resources
Schedules
Configure REST API
Configure with S3 object store

Configure access to the Portworx Backup U

Configure Prometheus and Grafana

https://backup.docs.portworx.com/use-px-backup/labels/namespace-labels/




Back to
Dashboard
Home

Step 16
Slides: bit.ly/px-bu-lab

Cloud Settings

Cloud Accounts

Backup Locations

For support issues, contact : pxbaas@purestorage.com

testdrive-cred

ackup-testdrive-cred

Page

testdrive-location

Page

18 of1

18 of1

PX-BACKUP.PURESTORAGE-AHODSONEKS-68411-ZUQRFXCE




Settings + Add Cluster

0 0B 1

Protected Protected Scheduled

Selecting vour
Cluster

@ testdrive-cluster v Active v1.22.17-eks-2d9853.

Rows on page: 10 Showing 1—1 of 1 Page 1

For support issues, contact : pxbaas@purestorage.com PX-BACKUP.PURESTORAGE-AHODSONEKS-68411-ZUQRFXCE

Step 17
Slides: bit.ly/px-bu-lab




creating a
backup daily
policy for
tagged Apps

Defining the
Tag

Step 18
Slides: bit.ly/px-bu-lab

Applications Backups Restores Schedules

IAMESPACE BACKUP SPECIFICATION

backup=true|

)ages are selected
purestorage-ahodsoneks-68411-zugrfxce-mysql

Showing 1—1 of 1

All Resources

Resource types:




Applications Backups Restores Schedules

Creating a
policy for
tagged apps

purestorage-ahodsoneks-68411-zugrfxce-mysql All Resources

Showing 1—1 of 1

Calling Backup
Screen

Step 19
Slides: bit.ly/px-bu-lab




Create Backup

testdrive-cluster

daily-backup

Default

Creating a
backup daily
policy for A e
tagged apps
Schedule the e
Backup

— purestorage-ahodsoneks-68411-zuqgrfxce-mysq|

Step 20
Slides: bit.ly/px-bu-lab




Back to
Dashboard

Creating an
AdHoc Backup

Return to
Overview.

Step 21
Slides: bit.ly/px-bu-lab




testdrive-cluster

Applications Backups Restores Schedules

& Backup

All Resources

Resource types: Al Resources are selected

Re s o u rc e s purestorage-ahodsoneks-68411-zugrfxce-mysql Slect Resntiicas

Showing 1—1 of 1 of 1

For support issues, contact : pxbaas@purestorage.com PX-BACKUP.PU! :STORAGE-AHODSONEKS-68411-ZUQRFXCE

Step 22
Slides: bit.ly/px-bu-lab




Select Resources (purestorage-ahodsoneks-68411-zuqgrfxce-
mysql)

Deployment (1)

Select your
Resources to
backup

Step 23
Slides: bit.ly/px-bu-lab




Select Resources (webapp)

All types

ConfigMap (1)

example-config

Deployment (2)

Example T
Resources

PersistentVolumecClaim (1)

» postgres-data

Service (2)

k8s-counter-service

pg-service




testdrive-cluster

Applications Backups Restores Schedules

&3 Backup

All Resources

Namespace label:  backup=true Resource types: Al Resources are selected

aShboard » o & b s = ure Namespaces created with these Na
purestorage-ahodsoneks-68411-zugrfxce-mysql i
[ ]
I eatlng an T of 1

@

o
(=)
For support issues, contact : pxbaas@purestorage.com PX-BACKUP.PURESTORAGE-AHODSONEKS-68411-ZUQRFXCE

Step 24
Slides: bit.ly/px-bu-lab




Create Backup

testdrive-cluster

adhoc-test

BaCK tO s3-worm Default
Dashboard
creating an Ad Please select Please select
Hoc Backup

— purestorage-ahodsoneks-68411-zuqgrfxce-mysq|l

Step 25
Slides: bit.ly/px-bu-lab




See your backup complete

Inspect the details if you like

testdrive-c|uster

Application Backups Restores Schedules

BACKUP TIMELINE This icon indicates failed backups Last 24 ho 'rs

Looking at
our backups

Aug31,2023  Sep 14,2023

myadhoc-test ownerant testdrive-location - 14 Sep 2023, 05:47 PM
daily-backup-1ac7069. pUrposeransomware-s. s3-worm - 14 Sep 2023, 02:00 AM

adhoc-test s3-worm - 0 13 Sep 2023, 05:37 PM

Rows on page: 10 Showing 1—3 of 3 Page

For support issues, contact : pxbaas@purestorage.com PX-BACKUP.PURESTORAGE-AHODSONEKS-68411-ZUQRFXCE

Step 26
Slides: bit.ly/px-bu-lab




Note Object lock is defined when you create the bucket.

aws

Services Q L (0) Global ¥ OktaSSOAdminUser/ahodson@purestorage.com @ pure}

W ec2

Amazon S3 X Amazon $3

Buckets v Account snapshot View Storage Lens dashboard

[
Access Points
a I n g Object Lambda Access Points
Multi-Region Access Points

; 196.8 KB in the
u c e s Batch Operations "default-account-dashboard”
configuration.

Last updated: Sep 12, 2023 by Storage Lens. Metrics are generated every 24 hours. Learn more [/}

A

You can enable advanced metrics

IAM Access Analyzer for S3

‘Compliance T | S
Object Locked’

Copy ARN Empty Delete

this account Buckets are containers for data stored in S3. Learn more [/}

4

Storage Lens Q. Find buckets by name J 1 2 )| &

Dashboards

I n Aws AWS Organizations settings Name v | AWS Region v Access | | Creation date v

pureprotect-draas-root-
Seotember 11. 2023.

Give your bucket a globally unique name:

c r e ati n g a Amazon S3 > Buckets » Create bucket

Create bucket .+

B u c ket Buckets are containers for data stored in S3. Learn more [4

General configuration

Bucket name

myobjectlockbucket01

Bucket name must be unique within the global namespace and follow the bucket naming rules. See rules for bucket naming_Z
e




Making
Buckets
‘Compliance
Object Locked’
In AWS

Enabling
Object Lock

At the bottom of the wizard screen...

» Advanced settings

(@ After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings.

v Advanced settings

Object Lock
Store objects using a write-once-read-many (WORM) madel to help you prevent objects from being deleted or overwritten for a fixed
amount of time or indefinitely. Learn more

O Disable

2 o —» © Enable

Permanently allows objects in this bucket to be locked. Additional Object Lock configuration is
required in bucket details after bucket creation to protect objects in this bucket from being deleted
or overwritten.

@ Object Lock works only in v buckets. Object Lock ally enables Bucket Versioning.

Enabling Object Lock will permanently allow objects in this bucket to be locked

Enable Object Lock only if you need to prevent objects from being deleted to have data integrity and

regulatory compliance. After you enable this feature, anyone with the appropriate permissions can put

3 . immutable objects in the bucket. You might be blocked from deleting the objects and the bucket.
\ Object Lock ¢ is req in bucket details after bucket creation to protect objects

in this bucket from being deleted or overwritten. Learn more [/

‘ | acknowledge that enabling Object Lock will permanently allow objects in
this bucket to be locked.

‘ @ After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings.

4 — P e




Click the yellow prompt to finish configuring the bucket’s Object Lock
© Successfully created bucket "myobjectlockbucket01” X

To upload files and folders, or to configure additional bucket settings choose View details.

/A Additional configuration rotect objects in bucket "myobjectlockbucket01” from being deleted or overwritten using Object Lock. To view Object X
Lock bucket settings, ¢0 to bucket details.) 1

Making
Buckets
‘Compliance

Amazon S3 ) Buckets

v Account snapshot View Storage Lens dashboard
Last updated: Sep 12, 2023 by Storage Lens. Metrics are generated every 24 hours. Learn more [

° Total storage Object count Average object size You can enable advanced metrics in
’ 6.0TB 325M 196.8 KB the
"default-account-dashboard"
configuration.

In Aws Or, search for your bucket and click it:

Buckets (139) info

o
O p e n I n g t h e Buckets are containers for data stored in $3. Learn more [/}

new b“Cket 3 Copy ARN Empty Delete _
(l Q. myobj \ A.

Name v | AWS Region v | Access
urope (Ireland) eu-
O & myobjectlockbucket01 >B£ pe ( ) Bucket and

west-1 public
.o




Amazon S3 X Amazon S3 » Buckets > myobjectlockbucket01

Making
Buckets

Access Points

q °
' : m p I I a n ce Object Lambda Access Points Objects ‘. Permissions ‘ Metrics Management Ac

Multi-Region Access Points

Object Locked’

myobjectlockbucketO01 ..

Objects (0)
IAM Access Analyzer for S3 : - 5 :
I n Aws Objects are the fundamental entities stored in Amazon $3. You can use Amazon S3 inventory [} to get
For others to access your objects, you'll need to explicitly grant them permissions. Learn more |2',
Block Public Access settings for Copy S3 URI O Copy URL ¥ Download Open [

this account
[ I Actions Vv | | Create folder l -
Changing S—

Object Lock b il
Config

‘ Q, Find objects by prefix

(® show versions

Scroll Down to ‘Object Lock’




Making
Buckets
‘Compliance
Object Locked’
In AWS

Enabling
Default
Retention

Object Lock

Store objects using a write-once-read-many (WORM) model to help you prevent objects from being deleted or overwritten for a fixed

amo f time or indefinitely. Learn more [

Cen

Object Lock

Enabled
Default retention

Automatically protect new objects put into this bucket from being deleted or overwritten.

Disabled

Edit Object Lock i

Object Lock

Store objects using a write-once-read-many (WORM) model to help you prevent objects from being deleted or overwritten for a fixed
amount of time or indefinitely. Learn more [

@ Once Amazon S3 Object Lock is enabled, you can't disable Object Lock or suspend Bucket Versioning for the
bucket.

Object Lock
Enabled

Default retention
Automatically protect new objects put into this bucket from being deleted or overwritten.
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‘Compliance
Object Locked’
In AWS

Settingit to
‘Compliance
mode’ and
Defining the
term

Amazon S3 ) Buckets » myobjectlockbucket01 » Edit Object Lock
Edit Object Lock

Object Lock
Store objects using a write-once-read-many (WORM) model to help you prevent objects from being deleted or overwritten for a fixed
amount of time or indefinitely. Learn more [

@ Once Amazon S3 Object Lock is enabled, you can't disable Object Lock or suspend Bucket Versioning for the
bucket.

Object Lock
Enabled

Default retention
Automatically protect new objects put into this bucket from being deleted or overwritten.

__Disable

Default retention mode

) Governance
Users with specific IAM permissions can overwrite or delete protected object versions during the
retention period.

© Compliance

# overwrite or delete protected object versions during the retention period.

e In compliance mode, an object is immutable until its retention date has passed
To delete objects that have this configuration, you must close the AWS account that they are associated
with. Learn more [4

Default retention period

T > -

Must be a positive whole number.

. O



https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html

aws

Q Search in this guide ContactUs  English ¥

> > User Guide

Making
Buckets

Amazon Simple X

it S Using S3 Object Lock

‘Compliance =
Object Locked’

Getting started With S3 Object Lock, you can store objects using a write-once-read-many (WORM) model. Object
Tutorials Lock can help prevent objects from being deleted or overwritten for a fixed amount of time or
indefinitely. You can use Object Lock to help meet regulatory requirements that require WORM
Working with buckets s . . " o
storage, or to simply add another layer of protection against object changes and deletion.

>
>
>

I n Aws » Working with objects
> S3 Object Lock has been assessed by Cohasset Associates for use in environments that are subject
>

Working with access points
to SEC 17a-4, CFTC, and FINRA regulations. For more information about how Object Lock relates to

Working wich, Multi-Reglon these regulations, see the Cohasset Associates Compliance Assessment[Z.

Access Points

» Security Object Lock provides two ways to manage object retention: retention periods and legal holds.

Object Lock
j e c t o c Vv Managing storage « Retention period — Specifies a fixed period of time during which an object remains locked.
» Using S3 Versioning During this period, your object is WORM-protected and can't be overwritten or deleted. For
D o c s Aws Using AWS Backup for more information, see Retention periods

Amazon S3 « Legal hold — Provides the same protection as a retention period, but it has no expiration date.
» Working with archived Instead, a legal hold remains in place until you explicitly remove it. Legal holds are independent
objects from retention periods. For more information, see Legal holds.

. O




testdrive-cluster

Applications Backups Restores Schedules

BACKUP TIMELINE This icon indicates failed backups Last 24 hours

estoring a
ackup -
electing your
ackup i o
options . SR -

VWU

location ahodsone.

14 Sep 2023,
02:00 AM

13 Sep 2023,
05:37 PM

daily-backup-1ac7069. purposeransomware:s. s3-worm

adhoc-test s3-worm

testdrive- purestorage- 12 Sep 2023,

ant-backup1 SAerany location ahodsone - 01:11 PM

Rows on page: 10 Showing 1—4 of 4 Page 1 of 1

Step 27
Slides: bit.ly/px-bu-lab

For support issues, contact : pxbaas@purestorage.com PX-BACKUP.PURESTORAGE-AHODSONEKS-68411-ZUQRFXCE




testdrive-cluster

Applications Backups Restores Schedules

BACKUP TIMELINE This icon indicates failed backups Last 24 hours

estoring a
ackup
estore

equest

testdrive- purestorage- 145~ Restore

location ahodsone.. 09:22,

14 Sep
02:00, Duplicate

adhoc-test-name
Edit

daily-backup-1ac7069. PpUrpOseransomware-s. s3-worm

135ep  Remove

adhoc-test s3-worm =
05:37

testdrive- purestorage- 12 Sep 2023,

ant-backup1 ownerant
location ahodsone. 01:11 PM

Rows on page: 10 Showing 1—4 of 4 Page 1

o
step 28 For support issues, contact : purestorage.com PX-BACKUP.PURESTORAGE-AHODSONEKS-68411-ZUQRFXCE

Slides: bit.ly/px-bu-lab




Restore Backup mybackup-01

Replace existing resources

Restoring a |
BaCKu p Fill the Restore Backup daily-backup-bbe1b51...

boxes,

°
N a m I n g yo u r and the yourname testdrive-cluster

menu

ReSto re expa ndS Default restore Custom restore

Replace e¥isting resources

Step 29
Slides: bit.ly/px-bu-lab




Restore Backup backup-test (0 ) X
EarterTiame 1of restores Choose destination cluster &*
anthony| testdrive-cluster v
Default restore e Custom restore (7

~ Namespace Mapping (1)

v  Source Namespace(s)*

v purestorage-ahodsoneks-829195-7yp7s...

Resource Selector

Search resource name

> Deployment (1)
> Service (1)

Replace existing resources

Destination Namespace(s)

oneks-829195-7yp7sbx-mysq|

v All resources in all groups

v All
v All




testdrive-cluster

Applications Backups Restores Schedules

Viewing your
Restores Ap—
In the Web

Interface

purestorage-ahodsoneks-68411-zugrfxce-mysgl

Showing 1—1 of 1

©

o]
(=]

For support issues, contact : pxbaas@purestorage.com PX-BACKUP.PURESTORAGE-AHODSONEKS-68411-ZUQRFXCE

Step 31
Slides: bit.ly/px-bu-lab




Viewing the
Restore’s
Options

Step 32
Slides: bit.ly/px-bu-lab

testdrive-cluster

Applications Backups Restores Schedules

Aug 31,2023  Sep 14,2023

backup-1

Rows on page: 10 Showing 1—1 of 1

testdrive-cluster

Applications Backups Restores Schedules

Aug31,2023  Sep 14,2023

backup-1

Rows on page: 10 Showing 1—1 of 1

12 Sep 2023, 04:55

View lean
Show Details
Dupiicace

Remove




Viewing your
Restore’s
Details

Step 33 (You're Done)
Slides: bit.ly/px-bu-lab

Restore Details

12 Sep 2023, 04:55 PM

testdrive-cluster

backup-1

Volumes were restored successfully. Some existing resources were not replaced

purestorage-ahodsone... - purestorage-ahodsone...

Deployment
— mysq|
Service
—mysql




Settings + Add Cluster

1 0B 0

Protected Protected Scheduled

°
I n g a e
c I u st e r A, testrve-custer e

Rows on page: 10 Showing 1—1 of 1 Page 1 @ of1

(Walk
Through)

For support issues, contact : pxbaas@purestorage.com PX-BACKUP.PURESTORAGE-AHODSONEKS-68411-ZUQRFXCE




Portworx Services + Connect Cluster +Add Service

purestorage-ahodsoneks-68411-zugrfxce Active Freemium September 12, 2023, 12:01:44

Adding a
Cluster
(Walk
Through

For support issues, contact : pxbaas@purestorage.com
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Walk
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I =

elm Char

sters conne

Connect Cluster

cte

d yet.

Connect Cluster

Copy the following he1m command with encrypted bearer token and
install the PX Agent that will enable communication with your cluster.

Kubernetes Openshift

helm install --create-namespace --namespace=px-platform-
system px-platform px-platform-target --
repo=https://portworx.github.io/px-platform-charts --
version=2.0.4 --set tenantId=2d7d4609-6de5-4353-91b8-
cbfc7205ec5d --set
bearerToken=eyJhbGci0ilIUzUxMiIsInR5cCI6IkpXVCI9.eylhdWQi0
iIiLCI1bWFpbCI6IMSpbCIsImV4cCI6MCwiaWFOIjoxNjkONTE2NTAZLC]
pc3Mi0iIwZHMiLCIuYW1lIjoiRGVmMYXVsdC1BZ2VudFdyaXRlciIsInJvb
GVzIjpudWxsLCIzdWIi0iIwY2VmODYzNy@5YTMzLTQyZjEtYWNjMy1iMDk
x0Tg1Nzg@0DUifQ.eKTTII8mMBD~
qWubaH8pX1_q8h9Z7k0Uiszz8s2cBuZBInkZ_0V2yIMOAIufbIORjBCmb_
A3UBuUrzZ8jZfneFGg --set
apiEndpoint=https://prod.pds.portworx.com/api --set
tags.baas=true --set prometheus.helmChartEnabled=false —

set prometheusServerEnabled=false

8]

If the cluster doesn't appear after few minutes, follow our
ntat = or reach out to Portw I




Adding your
owhn cluster
(Walk

Through)

- STORK
Commands

KBVER=$(kubectl version --short |
awk -Fv '/Server Version: /{print
$3})
curl -fsL -0 stork-spec.yaml
"https://install.portworx.com/pxbac
kup?kbver=${KBVER}&comp=stork"
kubectl apply -f stork-spec.yaml

qWubaH8pX1_q8h9Z7k0Uiszz8s2cBuZBInkZ_0V2y1MAATufbI9RjBCmb_

If the cluster doesn't appear after few minutes, follow our
or reach out to

o

curl -fsL -o stork-spec.yaml
"https://install.portworx.com/pxback
up?comp=stork&storkNonPx=true"

kubectl apply -f stork-spec.yaml



? Portworx Documentation

Portworx Backup as-a-Service P
Documentation

. wemeenss > Add private and cloud clusters
Adding a v il

Connect and add a Kubernetes cluster #
Portworx Services overview

‘ I u st e r Add or delete Portworx services This topic explains how to bring-in your private and cloud Kubernetes clusters to Portworx BaaS.

Add private and cloud clusters

> UsePortworxBaas > Add private and cloud clusters

>

Prerequisites
Portworx BaaS user roles >
Portworx Baas security « Portworx BaaS organization ADMIN privileges
o Helm versions 3.x.x. See the Helm documentation to install the latest Helm version.
Release notes
* Ensure that Stork version 2.4.0 or newer is running on the cluster.

Information Connect a cluster

As a Portworx BaaS$ organization ADMIN, you can connect as many private and cloud clusters such as AKS, EKS, GKE, IBM and
add them in the Baa$ Clusters page. If you are a Freemium user, then you can add only one cluster.

To connect a Kubernetes cluster in Portworx Baas:
1. In the Portwox BaaS left panel, select the Clusters icon.

2. Inthe Clusters page that appears, select Connect Cluster:

https://docs.portworx.com/portworx-backup-saas/use-px-baas/add-clusters

O




Portworx Backup: Protect Kubernetes Data Anywhere

Backup and Restore Kubernetes Apps Anywhere with a Fast, Easy, and Secure platform

Backup from Any Cloud

Why Portworx Backup? e
A O Q

Protect Kubernetes Apps with the EASY button
for Data Protection using container granularity

The Kubernetes Data Protection Platform

Self-service backup for app users in a few clicks ? por

px-backup
Recover and migrate apps anywhere in minutes

: 4 g : - o) e
Sleep sound with safe and secure data Q a0 discover @ Ransomiigg 6.5 RBAC @3 3224

clusters protection compliance

Ensure business continuity

2 command install s o S 2
1 TB Free K8s Backup
management, forever!

© 2022 Pure Storage, Inc. 77 O

Restore to Any Cloud



Demonstrations

& Learn More

Get in touch:
ahodson@purestorage.com

linkedin.com/in/fanthonyhodson

bit.ly/3ro8ebq bit.ly/3JPECKE bit ly/3XN0OQ5J bit.ly/3pvzG6S

Portworx Portworx Portworx-Ent  portworx Data
Backup (7 min) Zero dataloss HA and Services
DR (7 min) Migration DBaaS (2 min)

. (7 min)
Portworx 101 Video (15m)
bit.ly/px-101

GigaOm Report on Kubernetes Storage
bit.ly/px-number1

Why run data into Kubernetes (CNCF)
bit.ly/px-dok
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