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Introductions

Anthony Hodson
Cloud Native Architect
Portworx by Pure Storage
ahodson@purestorage.com
linkedin.com/in/anthonyhodson

Agenda:
Lab Kick-Off - SaaS Spin Up
Portworx 

Availiblity Risks
Portworx whistlstop

Portworx Backup Lab

Cormac Barry  
Enterprise Sales
SecureLinx
cormac.barry@securelinx.com 
linkedin.com/in/cormac-barry

Dr Sean Brisbane
Linux Systems Specialist, 
SecureLinx
sean.brisbane@securelinx.com 
linkedin.com/in/sean-brisbane-ba40a514

mailto:ahodson@purestorage.com
mailto:cormac.barry@securelinx.com
mailto:sean.brisbane@securelinx.com
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Lab Key:

Orange Box - Information Green - Lab Activity

Action Order: 1   2 … and 
Click Target
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Lab Prep

Account 
Sign-up

https://central.portworx.com

Use a work email…

1

2

Step 01
Slides: bit.ly/px-bu-lab
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Lab Prep

Account 
Sign-up

https://central.portworx.com

Work 
Email Only

Step 02
Slides: bit.ly/px-bu-lab
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Validate your 
Email Address

Then create 
your password
(not shown) 

Step 03
Slides: bit.ly/px-bu-lab
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Create a 
Software as a 
Service 

Portworx 
Backup 
Deployment

1 2
Step 04
Slides: bit.ly/px-bu-lab
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Select the 
‘Freemium 
Version’

… and relax

Step 05
Slides: bit.ly/px-bu-lab
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PureStorage 2022

Stateful Workloads in 
Kubernetes
What Risks to 
Consider
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Remedy vs 
Mitigation

Water is a ‘mitigation’, it reduces the risk of a disaster like Dehydration
A Helicopter is a ‘Remedy’
it solves the problem of a stranded 
runner

Image created by Bing chat mode, a generative image service powered by Microsoft
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Risks: 
Destruction of 
an Environment

Image created by Bing chat mode, generative AI service by Microsoft

Risk Effective Mitigation / Remedy 

Bad Actor (“kubectl delete -f 
postgres.yml”)
Incompetence (“Terraform Delete”)
Malice - Delete cluster, kubectl delete …

Backup (R) - Object Lock
Automated Systems (M)
RBAC (M)
Zero Trust (M) 

The Environment is trashed, everything as code has some 
downsides…
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Risks: 
Destruction of 
a Data

Image created by Bing chat mode, generative AI service by Microsoft

Risk Effective Mitigation / Remedy 

Mishandle State - “Drop table”...
Corruption of Data “update field 
where..”

Backup (R)

Ransomware Backup (R) [Object Lock] 

Loss of encryption key Vulnerability, mitigate using industry 
measures

The infrastructure’s working, but your data is gone!
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Risks: 
Dependant 
System Failure

Image created by Bing chat mode, generative AI service by Microsoft

Risk Effective Mitigation / Remedy 

Global Provider Outage 
(your DC or Cloud Provider or 
your network to it has an 
outage)

Backup (R) - off-provider
Async DR some data-loss (M) to another 
provider

Local Provider Outage Backup (R) - off-site
Synchronous DR (M) to another DC 
(<10ms)
ASync DR (M) to another DC (>10ms 
away) - some data-loss.

Hardware under your control or
Systems under someone else’s are down.
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Risks: 
Complexity 
Issues

Image created by Bing chat mode, generative AI service by Microsoft

Risk Effective Mitigation / Remedy 

System interplay causes outage
Process issue causes outages

Backup (R) 
Hermetic Environments (R)
Automated Testing (M)
Application Performance Monitoring (M)
BlueGreen (M) 
Snapshot Rollback (M)
Async DR (M) 
Sync DR (M) [*shared K8s]

System interplay causes outage
Process issue causes outages

Backup (R) 
Hermetic Environments (R)
Automated Testing (M)
Application Performance Monitoring (M)
BlueGreen (M) 
Snapshot Rollback (M)
Async DR (M) 
Sync DR (M) [*shared K8s]
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Risk Type Risk Effective Mitigation / Remedy 

Destruction of Environment Bad Actor
Incompetence (“i thought it was development”)
Malice - Delete cluster, kubectl delete …

Backup (R) - Object Lock
Automated Systems (M)
RBAC (M)
Zero Trust (M) 

Destruction of Data Mishandle State - “Drop table”...
Corruption of Data “update field where..”

Backup (R)

Ransomware Backup (R) [Object Lock] 

Loss of encryption key Vulnerability, mitigate using industry measures

Dependent System Failure
Hardware under your control or
Systems under someone else’s…

Global Provider Outage 
(your DCs or Cloud Provider has an outage)

Backup (R) - off-provider
Async DR some data-loss (M) to another provider

Local Provider Outage (one of your DC’s or DC 
service has an outage)

Backup (R) - off-site
Synchronous DR (M) to another DC (<10ms)
ASync DR (M) to another DC (>10ms away)

Complexity Issues System interplay causes outage
Process issue causes outages

Backup (R) 
Hermetic Environments (R)
Automated Testing (M)
Application Performance Monitoring (M)
BlueGreen (M) | Snapshot Rollback (M)
Async DR (M) | Sync DR (M) [*shared K8s]
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Portworx 
is…

C
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Kubernetes Cluster A Kubernetes Cluster B

Portworx Storage Layer 

A software defined storage 
solution for Kubernetes
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A software defined storage 
solution for Kubernetes

Portworx 
is…

C
ontainer
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Kubernetes Cluster A Kubernetes Cluster B

Portworx Storage Layer - DR / HA / Encryption

Backup
DBaaS



19© 2022  Pure Storage, Inc.© 2022  Pure Storage, Inc.

Portworx 
is…

Trusted by:
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ontainer
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Kubernetes Cluster A Kubernetes Cluster B

Portworx Storage Layer - DR / HA / Encryption

Backup
DBaaS
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https://dok.community/wp-content/uploads/2022/10/DoK_Report_2022.pdf
bit.ly/px-dok

State in 
Kubernetes

https://dok.community/wp-content/uploads/2022/10/DoK_Report_2022.pdf
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#1 in Kubernetes Storage for 4 years in a row!
GigaOm Radar for Cloud-Native Kubernetes Data Storage, 2023

bit.ly/px-number1

Excerpt of summary table
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Portworx 
Risks to IT 
Environments Portworx

Backup 
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Portworx Backup: Protect Kubernetes Data Anywhere
Backup and Restore Kubernetes Apps Anywhere with a Fast, Easy, and Secure platform

PX-BU Demo
7 min 

Why Portworx Backup?

Protect Kubernetes Apps with the EASY button 
for Data Protection using container granularity

• Self-service backup for app users in a few clicks

• Recover and migrate apps anywhere in minutes

• Sleep sound with safe and secure data

• Ensure business continuity
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Portworx 
Risks to IT 
Environments Portworx

Backup 

Portworx 
Enterprise 

HA + 
Snapshots
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Portworx Enterprise: Run Kubernetes in Production
Run Kubernetes in Production with Elastic Scalability, Unmatched Availability and Self-service Access to Any Storage

Run Kubernetes in Production on any storage 
infrastructure, any cloud or K8s service

• Make Your Storage Developer-Ready

• Maximize Apps Performance 

• Optimize infrastructure costs 

• Ensure Business Continuity

PX-Ent Demo (7 min)
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AZ 2 AZ 3

AZ 1

Worker

WorkerWorker

Multi-zone high availability (HA) with Portworx

VOL

VOL VOL

Volume replica placement
Follows K8s failure 

domains

Multi-zone 
Kubernetes cluster

ETCD ETCD

ETCD

Worker Worker

Worker
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AZ 2 AZ 3

AZ 1

Worker

WorkerWorker

Multi-zone high availability (HA) with Portworx

VOL

VOL VOL

Volume replica placement
Follows K8s failure 

domains

Multi-zone 
Kubernetes cluster

ETCD ETCD

ETCD

Worker Worker

Worker
Work just 
Continues! 
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Portworx 
Risks to IT 
Environments Portworx

Backup 

Portworx 
Enterprise 

HA + 
Snapshots

Portworx

DR
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Case Study

Banking app 
platform
Royal Bank of Canada
Challenge
Zero data loss for Kubernetes apps 
even in face of entire data center loss

Solution
Two Kubernetes clusters- Production 
and DR site.

PX-DR provides cross data center 
replication of data and app config

Results
Zero RPO DR with < 2 minute 
failover in event of primary data 
center loss
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Data centre 1 / Cloud 1 Data centre 2 / Cloud 2

Kubernetes 1 Kubernetes 2

OBJECT STORAGE

► Async data & object replication

► Snapshot restore based

► Scheduled or on-demand

► RPO 5 minutes

► RTO 5 minutes

Use Case – Kubernetes DR (asynchronous) 
Asynchronous DR (over 10ms latency) app consistency between multiple Kubernetes clusters
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Use Case – Kubernetes DR (synchronous)  

Data centre 1 Data centre 2

Local DR (sub 10ms latency) app consistency between multiple Kubernetes clusters

Kubernetes 1 Kubernetes 2

SYNCHRONOUS 
DATA REPLICATION

ASYNCHRONOUS 
OBJECT REPLICATION

STANDBY PODS

► Synchronous data replication

► Async object replication

► RPO 0

► RTO 5 minutes
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Connect to a 
Cloud (AWS)

Create a 
Ransomware 
Proof Backup 
Location 

Create a Daily 
Backup Policy

Schedule backup 
for anything with 
‘backup=true’ 
Kubernetes Label

Do a Manual 
Backup

Replace the 
original with the 
Backup

“Backup Stateful Kubernetes 
Namespaces, using Portoworx BackupLab 

Time!
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Logging into 
PX-Backup

Central.Portworx.com if you need to go back to your deployment
Step 06
Slides: bit.ly/px-bu-lab
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Adding A 
Cloud Account 

1, Click the ‘cog’

2 ‘Cloud Settings’

Step 07
Slides: bit.ly/px-bu-lab
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Adding 
Credentials

2

Step 08
Slides: bit.ly/px-bu-lab
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Add (test) 
AWS S3
Credentials

The link (left) has the credentials in a text file

Creds: bit.ly/46cjMhr

Step 09
Slides: bit.ly/px-bu-lab
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Add a Backup
Bucket

Step 10
Slides: bit.ly/px-bu-lab
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1

2

Add a Backup
Bucket 
(details)

Note: You Must use 
this Exact Bucket 
Name

You can add a Second, bucket 
named ‘ant-px-backup’ if you 
like.

Step 11
Slides: bit.ly/px-bu-lab
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Note: 
S3 
Permissions
(future 
reference)
Example JSON:
http://bit.ly/3Lkeokj

Note: Replace 
ant-px-backup / 
ant-px-backup-worm
With your bucket 
names(s)
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Note:
Other Storage 
Destination 
Options

portworx.com/blog/portworx-backup-with-nfs-targets
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Back to 
Dashboard

Step 12
Slides: bit.ly/px-bu-lab
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Creating a 
Backup 
Schedule 

1

2

Step 13
Slides: bit.ly/px-bu-lab
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Create a 
Backup 
Schedule
(from inside 
the Schedule 
Policy Screen) 

Step 14
Slides: bit.ly/px-bu-lab
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Defining a 
Backup 
Schedule 

Step 15
Slides: bit.ly/px-bu-lab
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Opting in 
Workloads
With Tags (in 
K8s) and 
Schedules

https://backup.docs.portworx.com/use-px-backup/labels/namespace-labels/
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Back to 
Dashboard
Home

Step 16
Slides: bit.ly/px-bu-lab
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Selecting your 
Cluster

Step 17
Slides: bit.ly/px-bu-lab
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creating a 
backup daily 
policy for 
tagged Apps

Defining the 
Tag

1

2

Step 18
Slides: bit.ly/px-bu-lab
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Creating a 
backup daily 
policy for 
tagged apps

Calling Backup 
Screen

Step 19
Slides: bit.ly/px-bu-lab
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Creating a 
backup daily 
policy for 
tagged apps

Schedule the 
Backup

Step 20
Slides: bit.ly/px-bu-lab
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Back to 
Dashboard

Creating an 
AdHoc Backup

Return to 
Overview.

Step 21
Slides: bit.ly/px-bu-lab
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Look at the 
Resources

1

2

Step 22
Slides: bit.ly/px-bu-lab
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Select your 
Resources to 
backup

Step 23
Slides: bit.ly/px-bu-lab
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Example 
Resources 
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Back to 
Dashboard

Creating an Ad 
Hoc Backup

Step 24
Slides: bit.ly/px-bu-lab
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Back to 
Dashboard

Creating an Ad 
Hoc Backup

Step 25
Slides: bit.ly/px-bu-lab
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Looking at 
your backups

See your backup complete
Inspect the details if you like

Step 26
Slides: bit.ly/px-bu-lab
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Making 
Buckets 
‘Compliance 
Object Locked’
In AWS

Creating a 
Bucket

Give your bucket a globally unique name:

Note Object lock is defined when you create the bucket.
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Making 
Buckets 
‘Compliance 
Object Locked’
In AWS

Enabling 
Object Lock

At the bottom of the wizard screen…

1.

2.

3.

4.
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Making 
Buckets 
‘Compliance 
Object Locked’
In AWS

Opening the 
new bucket

Or, search for your bucket and click it:

Click the yellow prompt to finish configuring the bucket’s Object Lock

A.

1.

B.
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Making 
Buckets 
‘Compliance 
Object Locked’
In AWS

Changing 
Object Lock 
Config

Scroll Down to ‘Object Lock’
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Making 
Buckets 
‘Compliance 
Object Locked’
In AWS

Enabling 
Default 
Retention
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Making 
Buckets 
‘Compliance 
Object Locked’
In AWS

Setting it to 
‘Compliance 
mode’ and 
Defining the 
term 



64© 2022  Pure Storage, Inc.

Making 
Buckets 
‘Compliance 
Object Locked’
In AWS

Object Lock 
Docs (AWS)

https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
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Restoring a 
Backup - 
Selecting your 
backup 
options

Step 27
Slides: bit.ly/px-bu-lab
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Restoring a 
Backup 
Restore 
Request

Step 28
Slides: bit.ly/px-bu-lab
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Restoring a 
Backup 
Naming your 
Restore

Fill the 
boxes,  
and the 
menu 
expands

Step 29
Slides: bit.ly/px-bu-lab

Tick 
This
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Restoring your 
Backup

Selecting 
Resources and 
Overwriting 
options

1

2

3 - Not Selected

4Step 30
Slides: bit.ly/px-bu-lab
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Viewing your 
Restores
In the Web 
Interface

Step 31
Slides: bit.ly/px-bu-lab
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Viewing the 
Restore’s 
Options

Step 32
Slides: bit.ly/px-bu-lab
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Viewing your 
Restore’s 
Details

Step 33 (You’re Done)
Slides: bit.ly/px-bu-lab
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Adding a 
Cluster
(Walk 
Through)
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Adding a 
Cluster
(Walk 
Through)
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Adding a 
Cluster
(Walk 
Through)

Helm Chart
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Adding your 
own cluster
(Walk 
Through)

- STORK 
Commands

KBVER=$(kubectl version --short | 
awk -Fv '/Server Version: /{print 
$3}') 
    curl -fsL -o stork-spec.yaml 
"https://install.portworx.com/pxbac
kup?kbver=${KBVER}&comp=stork"
    kubectl apply -f stork-spec.yaml

    curl -fsL -o stork-spec.yaml 
"https://install.portworx.com/pxback
up?comp=stork&storkNonPx=true"
    kubectl apply -f stork-spec.yaml
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Adding a 
Cluster

More 
Information

https://docs.portworx.com/portworx-backup-saas/use-px-baas/add-clusters
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Portworx Backup: Protect Kubernetes Data Anywhere
Backup and Restore Kubernetes Apps Anywhere with a Fast, Easy, and Secure platform

Why Portworx Backup?

Protect Kubernetes Apps with the EASY button 
for Data Protection using container granularity

• Self-service backup for app users in a few clicks

• Recover and migrate apps anywhere in minutes

• Sleep sound with safe and secure data

• Ensure business continuity

2 command install
1 TB Free K8s Backup 
management, forever!
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Demonstrations 
& Learn More Portworx 101 Video (15m)

bit.ly/px-101 

GigaOm Report on Kubernetes Storage
bit.ly/px-number1

Why run data into Kubernetes (CNCF)
bit.ly/px-dok  

Portworx 
Backup (7 min) 

bit.ly/3ro8ebq 

Portworx-Ent
HA and 
Migration 
(7 min)

bit.ly/3XN0Q5J 

Get in touch:
ahodson@purestorage.com
linkedin.com/in/anthonyhodson

Portworx Data 
Services
DBaaS (2 min)

bit.ly/3pvzG6S bit.ly/3JPECKE 

Portworx 
Zero data loss
DR (7 min) 

http://bit.ly/px-101
http://bit.ly/42m29uq
https://bit.ly/px-dok
https://bit.ly/3ro8ebq
https://bit.ly/3XN0Q5J
https://bit.ly/3pvzG6S
https://bit.ly/3JPECKE

